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Royal College of Art

Postgraduate Art & Design

Fair Processing Notice for Short Course Delegates

For the purpose of this law, the College will be the Data Controller and will make decisions
about how we use any personal data we collect from you. As a prospective or enrolled
delegate of a short course, the College will collect and use data relating to personal
details, employment information, financial details, and services provided.

The principle purpose for processing your personal data is for us to deliver educational
content and to facilitate your education. To do this, you agree to a contract with the
College.

Other purposes for which we process your personal data include:

+ Tomeet our statutory or legal obligations

« To provide information or services that may enhance your college « To offer
additional support in your studies

* Inthe fulfilment of our public tasks

+ With your consent; or

* Where such use would meet our legitimate interests

You have rights associated with how your personal data is used and managed. These
rights include:

« Tobeinformed what personal data about you the College holds and what it is used
for

+ Toaccess your personal data

« Toupdate the personal data the College holds about you

« Tobeinformed how the College is complying with its obligations under the Act

« Tocomplain to the Data Protection Officer or Information Commissioner
(ico.org.uk)

« Tohave personal data erased where there is no compelling reason for us to keep
the data.

The Data Protection Act 2018 (The Act), regulates the processing of personal data of Data
Subjects (‘you'} in any format by the Royal College of Art (RCA) including digital and hard
copy personal data. Personal data is any information relating to a living individual, and
processing is any activity carried out involving personal data, including collecting, holding,
viewing and storing it.

This Fair Processing Notice is designed to give you information about what personal data
we collect, what we do with your data, why we do it, and your rights in relation to its use.



The Data Protection Officer works independently with the College to ensure that we
protect your personal data. They can be contacted on mailto: dpo@rca.ac.uk

During the course of our activities, RCA will collect, store and process personal
information about our prospective, current and former students. While most of this data
is collected from you directly, we could also collect your personal data:

+ By observation e.g. through your use of our IT equipment, technology, or
connected devices

* By deriving your personal data from combining other data sets or for the purposes
of this Fair Processing Notice, ‘students’ refers to your interactions with us at the
application stage, at enrolment, at graduation and throughout the period of study.
We treat all student personal data in line with the data protection principles.

No personal data held by us will be processed unless the requirements for fair and lawful
processing are met. Types of Personal Data Processed In order to carry out our activities
and obligations as a College we process data in relation to:

* Your contact details and other information submitted during the application and
enrolment processes

» Details of courses, modules, timetables and room bookings, assessment marks
and examinations related to your study

+ Financial and personal data collected for the purposes of administering fees and
charges, loans, grants, scholarships and hardship funds

* Photographs, and video recordings for the purpose of capturing lectures, student
assessment and examinations and for the purposes of College promotion that is in
our legitimate interest but still fair to you

« Contact details for next of kin to be used in an emergency

» Details of those with looked after status or those who have left the care system for
the provision of support

+ Information related to the prevention and detection of crime and the safety and
security of staff and students, including, but not limited to, CCTV recording and
data relating to breaches of College regulations

+ Information gathered for the purposes of equal opportunities monitoring

+ Information relating to the provision of advice, support and welfare, such as data
relating to the use of the services offered by Student Support

Emergency contact details provided by you will be used to protect your vital interests and
wellbeing and will only be used for this purpose. You should notify the relevant person that
you are providing their contact details to the College as their listed emergency contact.
Primary Purposes for Processing Your personal data is used for the following purposes:

« Thedelivery of lectures, assessments and material relevant to your course of
study



+ The administration of your student record; The administration and provision of
student support

* Financial administration including the payment of fees

« Security and crime prevention including the use of regulated CCTV

* Educational administration including course and module registration, progress
monitoring, timetabling, calculation and the publication of assessments

« Administration of applications to produce statistics and management information
to enable the College to understand its business and for strategic and
management decision making.

For some elements of processing, including for administration of fees or your acceptance
of our terms of admittance, we process your personal data for the fulfilment of a contract
between RCA and you. However, in some cases, we will rely on processing using another
lawful basis such as:

+  Whereitis necessary to protect your vital interests such as providing emergency
medical care

Where any of these lawful bases do not apply, we will seek your consent or explicit
consent to process your personal data. In this case, you have the right to withdraw
consent at any time with no detriment to you. Where we process special category data,
we are required to rely on a separate lawful basis specifically for that personal data. The
lawful basis we choose will be dependent on the circumstances associated with that
processing but in many cases the processing will take place on one of more of these
bases:

«  With your explicit consent

* As part of our legal obligations under employment, social protection or social
security law

* Reasons of substantial public interest

* Inthe establishment, exercise or defence of legal claims

* Intheinterests of public or occupational health

The College operates a CCTV system around its sites, the purpose of which is to create a
safer environment for students, staff and visitors to the College. Due to the nature of such
asystem, it is likely to capture your personal data. CCTV is limited to public areas, e.g.
reception areas, stairwells, lifts, outside areas as well as in lecture theatres, PC labs and
student common rooms. CCTV is not used for the routine monitoring of students and
images are only used in circumstances that the College could not ignore, where there is a
risk of or actual criminal activity taking place, where there is gross misconduct alleged or
undertaken or where behaviours of students may put others at risk.

On occasion, it may become necessary to install cameras for the specific purpose of
monitoring activity in a particular area. This will be used only in exceptional circumstances
where there is a reason to suspect criminal activity or equivalent malpractice. Any



decision to monitor activity in this manner must be authorised by the College’'s Senior
Management and will only be used as a proportionate response to the problem.
Monitoring in certain circumstances, particularly those that involve the prevention or
detection of crime, fraud or misuse, the College will monitor usage of its IT systems
technology or spaces.

We reserve the right to access user information on our systems, networks and CCTV. Any
institutional monitoring or access will comply with UK legislation including the Regulation
of Investigatory Powers Act 2000, Human Rights Act 1998, and the Data Protection Act
2018. Where necessary, any access or monitoring will be justifiable, fair and
proportionate, and will be in line with our institutional policies academic researchers
provided no personal data is published. Wherever possible sharing of your data will take
place within the European Union, however where this is not possible, we may share your
data outside the European Union (a third country) but this sharing will be proportionate,
have a lawful basis and be subject to appropriate safeguards including contractual
agreements and technical measures.

The College also use third party companies as data processors to carry out certain
administrative functions on our behalf. In such cases, a written contract is in place to
ensure that any personal data disclosed will be held in accordance with the Act. Individual
Rights You have rights associated with how we, or any organisation, use your personal
data. These rights are:

+ Theright to request access to your personal data;

+ Theright to have inaccurate or incomplete personal data rectified,;

* Theright to erasure of personal data — this will only apply where there is no
legitimate reason for RCA to continue to process the personal data;

+ Theright to restrict the processing of personal data — you have the right to block
the processing of your personal data by us in some cases;

« Theright to data portability - you have the right to have the personal data you have
provided to us transferred to another organisation;

+ Theright to object — you can object to the processing of your personal data by the
College in certain circumstances, including the sending and receipt of direct
marketing material and,;

+ Theright to object to automated decision making and profiling — you have the right
to object to decisions taken by automatic means without human intervention in
some circumstances.

These rights are not absolute in every circumstance and a number of factors such as
exemptions in law apply. If you are unhappy with our handling of your personal data, or
believe that the requirements of the Act (or any legislation arising directly from it) may
not be fully complied with, please contact;

The Data Protection Officer
Royal College of Art



Kensington Gore
London SW7 2EU

The Data Protection Officer works independently with RCA to ensure that we protect your
personal data.

They can be contacted on dpo@rca.ac.uk in the first instance. The formal complaint
procedure will be used if appropriate, and you have the right to submit a complaint to the
Information Commissioner’s Office. Further details can be found at ico.org.uk




